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Introduction

At a time when management and support costs can account for as much as 80% of the Total Cost of
Ownership (TCO) of a business PC, IT managers are faced with shrinking budgets, a shortage of skilled
IT staff, and the necessity to do more with less. In response, HP has introduced a wide selection of
manageability solutions to reduce the support burden - by automating repetitive tasks like deployment,
backup, and security, for example. In this way, the TCO can be significantly reduced and IT staff freed up
for more productive activities.

This White Paper outlines a variety of HP manageability solutions and provides more information on the
capabilities and requirements of HP System Software Manager (SSM), a utility for deploying system
software updates.

More detailed information on SSM is available at hitp://www.hp.com/go/ssm (including a user guide
provided with the SSM download).

HP client management solutions
HP offers client management solutions to meet a wide variety of customer needs. These solutions include:

*  HP System Software Manager, the subject of this White Paper, is a free utility! that helps streamline
the mass deployment of system software updates to client PCs. SSM reduces the complexity of system
software management by delivering the following capabilities:

* Deploying system software updates (for drivers and BIOS, for example) from a centralized file
store to multiple client PCs - simultaneously and automatically

* Deploying customer-created update packages
* Enforcing BIOS configurations and passwords
* logging the changes made to each computer

* HP Client Manager, a joint HP and Altiris solution, allows IT staff to track, monitor and manage HP
business systems throughout the network from a centralized Web console. Capabilities include:

*  Tracking HP client hardware

* Collecting valuable information such as processor, memory, video, and security setftings

*  Monitoring system health so that issues can be addressed before performance is impacted
* Installing drivers and BIOS updates

* Remotely configuring BIOS settings

These client management solutions are available at no charge.?

1. SSM is available online at http://www.hp.com/go/ssm.
2. HP Client Manager is available online at http://www.hp.com/go/EasyDeploy.
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SSM overview

SSM can simplify and automate the updating of BIOS images, device drivers, BIOS settings, and more.
Features include:

* Automated updates

*  SSM automatically detects older versions - or the absence of - system software and, if
necessary, supplies the latest versions from a central file store.

SSM can deploy system utilities, system ROM3 , drivers for PCl and Plug-and-Play cards, or F10
setup parameters* (such as security settings or the device boot order).

SSM can easily integrate with login scripts or other package deployment systems to
simultaneously update multiple client PCs - there is no need for IT staff to physically visit the PCs.

* If specified, SSM can automatically replicate master BIOS settings from a file store to all
supported desktop, notebook, and workstation clients with Replicated Setup capability.

* Ease of use and flexibility

*  From a simple wizard, IT staff can create and share a central file store, and configure
execution options for client PCs.

* Updates are initiated through a SSM command line that is delivered to the client PC by a
logon script, batch file, or third party package delivery system such as Microsoft SMS.

*  Stability and consistency

* By controlling and standardizing software deployed on client PCs, system performance can
be optimized and support costs reduced.

Software updates

HP regularly issues software updates (also known as SoftPags) for client PCs on the HP Web site
(http:/ /www.hp.com) or on Support Software CD-ROMs. To facilitate management and deployment, HP
and third-party suppliers enable many of these SoftPags for use with SSM.

SSM requires each SoftPaq to include an information file, which has a .CVA extension. This file specifies
the name and version of the update with the devices, platforms, and languages supported. The file also
contains a single command that can be executed on the client PC - typically to run the set up executable
for that SoftPagq.

To add flexibility, SSM allows SoftPags to be customized to extend their capabilities. For example, to
extend the support of a particular SoftPaq to a new desktop model, IT staff must simply customize the
SoftPag's CVA file to include the name of the new model.

A SSM-enabled update is easily identified by its SSM icon, as shown in Figure 1.

3. Ifthe target system currently has a F10 setup password, this password must be provided to SSM to authorize a system ROM
update.
4. For supported desktops, notebooks, and workstations.
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Figure T SSM-enabled SoftPags are easily identified by an icon

P R
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S5M-enabled software updates for a Compag Evo D510 (Convertible Minitower)
running Microsoft Windows XP Professional

Why not SSM-enabled?

Reasons for not enabling a particular SoftPaq for SSM include:
® The SoftPaq does not offer a self-contained executable setup program.
* The SoftPaq is vendor-created; the vendor is unable to create a CVA file.

*  SSM does not support ROM updates for the DOS environment.
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Using SSM

Figure 2 shows the SSM architecture, with an administrator console maintaining software updates in a file
store for distribution to one or more managed clients.

Figure 2 SSM architecture showing the administrator and a single managed client

www.hp.com

System hardware

System BIOS

System software

Managed client

File store

* The file store directory structure may be nested to any depth to best organize updates.
*  The file store may be deployed on a network share, the local machine, or a CD-ROM.

* There may be multiple file stores to support different workgroups or installation-order dependencies.

NOTE:  To perform a remote update to a file store using the /AM_BLD_DB option, the administrator must have

Administrator
console

SSM-enabled
File store software updates

System detection
Controller detection

Version detection

Installation

read/write access to the network share containing the file store.

Database

SSM creates a database to identify SoftPaq deliverables contained in the file store (based on information

contained in CVA files). During an update operation, SSM uses the database to quickly identify the

SoftPags available for a particular client PC.

To expedite the update, IT staff can maintain a pre-built database. The alternative is to allow SSM to scan
the entire file store for CVA files, build a temporary database, then delete this database each time SSM is

used fo update a system.

A pre-built database must be re-built whenever a deliverable is added to or removed from the file store.
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Modes of operation

SSM has two modes of operation: Administrative Mode and Update Mode.
Administrative Mode

Administrative Mode is wizard-driven (as shown in Figure 3), allowing IT staff to manage the SSM
environment.

Figure 3 The Administrative Mode wizard, showing the management capabilities available to IT staff

System Software Manager Administrative Wizard ﬂ

Wwielcome to the Adminigtrative mode of the Syztem Software Manager. |n this mode, an
adrinistrator zelects the follawing:

* Location to stare updates [File Stare]

* Permizsion for NT uzer groups [NT only)
* Setup Password

* Additional client options

< Back Cancel

The capabilities of Administrative Mode include:

* Setting up a central file store to maintain the deliverables associated with each SoftPaq - the CVA file,
a setup executable, and so on

* Managing the database
*  Specifying the F10 setup password used for BIOS updates and settings
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*  Specifying Update Mode execution options (shown in Figure 4), which may include:
* Rebooting the client machine so that an update takes immediate effect

* Displaying a status bar so that the user can monitor progress

*  Copying the update summary report (log file)® to a centralized share for later analysi

Figure 4 shows execution options that can be specified in Administrative Mode.

Figure 4 Update Mode execution options

System Software Manager Administrative Wizard 5'

Additional Client Dptions:

Enable Reboaot: After update process completes, automatically restarts client system so
updates take effect.

[~ Reboot client upon corpletion of upgrades

Enable Status Bar: Displays a status bar indicating update completion statug on client
syztems during update.

[ Display update status bar on client systemn.

Enable Logfile: Creates client logfiles on a centralized Share. If enabled, a directory and
Share name are entered for logfiles, These logfiles help administratars track updates on
client systems.

[T Create centralized lngfile share.

Enable Force Update: Enabling the force update option below causes SSM to always
update clients systems with any matching packages found in the file store. This option can
be uzed ta force all clisnts ko the same revision of driver or software.

[” Force to update clients systems.

< Back I Mest > I Cancel

Update Mode

Update Mode® is the primary SSM operational mode. Easily invoked on a client PC (by a batch file or
configuration utility), Update Mode automatically identifies and installs SoftPags.

If specified, the SSM Replicated Setup feature can configure the BIOS on a client machine” , allowing
IT staff to standardize certain BIOS settings across the enterprise.

Any Update Mode execution options specified in Administrative Mode can be overridden by SSM
command line parameters.

The process for deploying SoftPags with SSM has two stages: set up and execution.

5. Inthis way, SSM can track updates supplied to individual client PCs, collecting these reports at a central location.
6. Update Mode combines the SSM Client and Local Modes implemented in earlier versions of SSM (before 1.50).

7. The BIOS on the client machine must support the Replicated Setup feature.
(ﬁ] ®
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Set-up

IT staff are responsible for the following activities:

Selecting appropriate SSM-enabled SoftPags from the HP Web site or a Support Software CD
Creating a central file store®

Copying update deliverables to the file store

If desired, pre-building the Update Information Database

Specifying client PC execution options

Execution
1. IT staff deliver the appropriate SSM command line to the desired client PCs.
2. On each client, SSM compares installed software with the SoftPags available. If the following condi-
tions apply, SSM selects the particular SoftPaq to be deployed:
*  Operating systems match
*  System IDs match
* Device IDs match
* languages match
* There is no installed version or the SoftPaq is more recent than the installed version
3. Using an appropriate delivery mechanism (such as logon script, batch file, or third-party package

delivery system), SSM automatically installs the selected SoftPags updates on each client PC - no user
intervention is required.

SSM creates a summary report that contains detailed information on the client and any updates per-
formed.

Operating system support

SSM is supported on the following Microsoft® operating systems: Windows 2000 Professional and
Windows XP Professional.

8. The administrator must have read/write access to the network share.
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Customizing SoftPags

If the SoftPags available from HP do not meet your needs, existing SoftPags can be easily modified or
new deliverables created.

Moditying a SoftPaq

A SoftPaq can be modified to meet particular needs by updating the associated CVA file - a text-based
INI file that can be edited using Windows Notepad.

The most common reason for modifying an existing SoftPaq is that HP has released a new computer
system and has not yet updated the CVA file in the appropriate SoftPaq to include support for this system.
In this case, there is a need to override the current list of supported systems.

Another reason for modifying a SoftPag would be to update silent install parameters to reflect company-
specific configuration options.

Creating a new deliverable

A custom deliverable consists of the following components:

* A customized CVA file, which contains specific information about the deliverable
*  The install program and all other files and folders required by the deliverable

Each new deliverable is stored in a dedicated folder in the file store, as shown in Figure 5.
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Figure 5 An example of a nested file store that includes two custom deliverables, each in dedicated folder

[FileStore

/ROM e SPxxx1.EXE

— SPxxx1.CVA

—  SPxxx2.EXE

= SPxxx2.CVA

[Driver e SPxxx1.EXE

= SPxxx1.CVA

/Custom1 xxx1.CVA

SETUP.EXE

Other files and
folders

/Custom2 xxx1.CVA

SETUP.EXE

Other files and
folders

NOTE: SSM automatically extracts the CVA file from each update.

Certain dependencies must be met by each new deliverable.

(A

invent

10



Dependencies

Table 1 lists dependencies that must be met by each deliverable (whether custom or not).

Table 1 Deliverable dependencies

Characteristic

Dependency

Setup

Since SSM is only capable of running a single command from the CVA file, the deliverable
must include a self-contained executable setup program.
The install process must be fully automated, requiring no user input.

Significant file

To allow SSM to determine if a specific deliverable has been installed on the client or is the
latest version, each deliverable requires a so-called significant file.

The header of the significant file identifies the particular version of the associated deliverable.
The significant file may, for example, be the .EXE file, or a .DLL or .SYS file.

Controlled reboot

Each deliverable must support a controlled system reboot so that multiple deliverables can be
installed with a single reboot.
The deliverable must not reboot the system by default.

Recovery

The setup program must be able to recover gracefully from a failed install (through insufficient
disk space, for example).
Ideally, the setup program should be able to log errors.

Upgradeability

The setup program must be able to support an update of the deliverable to a new version.
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Frequently asked questions

This section responds to a number of questions that are frequently asked about SSM.

Q:
A:

>0 » 0

>0 >0

What is SSM?

HP System Software Manager (SSM) is a utility that helps streamline the mass deployment of system
software updates to client PCs. SSM reduces the complexity of system software management by
delivering the following capabilities:

* Deploying system software updates (for drivers and BIOS, for example) from a centralized file
store to multiple client PCs - simultaneously and automatically

* Deploying customer-created update packages
* Enforcing BIOS configurations and passwords

* logging the changes made to each computer

How much does SSM cost?

SSM can be downloaded at no charge at http://www.hp.com/go/ssm.

What is a CVA file?

To be supported by SSM, an update must have with a CVA file that provides essential information
about the update.

Does SSM support non-HP software?

SSM supports third-party updates if these are associated with CVA files.

Why are some updates not enabled for SSM?

There are numerous reasons for not enabling a particular update for SSM. For example:
* The update does not offer a self-contained executable setup program.

* The update is vendor-created; the vendor is unable to create a CVA file.

*  SSM does not support ROM updates for the DOS environment

If I use SSM, do | need HP Client Manager?

SSM allows IT staff to keep clients current by automatically deploying software updates. However, this
is just one of the capabilities offered by HP Client Manager; others include tracking hardware assets
across the enterprise and proactive problem resolution.

Where do | get more info about SSM?

The SSM deliverable on the Web includes a user guide that provides technical information on how to
use SSM.
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For more information

HP System Software Manager (SSM)

http://www.hp.com/go/ssm

SoftPags available from HP

http://www.hp.com/support/files

HP client management solutions

http://www.hp.com/go/easydeploy

HP Client Manager

http://h18000.www1.hp.com/im/client_mgr.html

Altiris partnership with HP

http://www.altiris.com/partners/alliances/hp/

© 2006-2007 Hewlett-Packard Development Company, L.P. The information contained
herein is subject to change without notice. The only warranties for HP products and services
are set forth in the express warranty statements accompanying such products and services.
Nothing herein should be construed as constituting an additional warranty. HP shall not be
liable for technical or editorial errors or omissions contained herein.

Microsoft and Windows are registered trademarks of Microsoft Corporation in the Unites

States and/or other countries.
5982-5041EN (Rev. 3), 2/2007
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